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lobally, as of 4:03pm CET, 1 March 2021, there have been 113.820.168 confirmed cases

ronavirus Disease (COVID-19) Dashboard Overview Data Table  Explore

enorgullece al pueblo ur
1l cabeza de e

COVID-19, including 2.527.891 deaths, reported to WHO.
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El primer examen a CoronApp, la
aplicacion de Covid-19 del Gobierno

E116 e abril se lanz6 La aplicacidn digital desarraiada poe un equipo de Gobiema
Digital. Algunas expertos compartieron can PAUTA sus impresiones sobre
Coronapp.
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VISIBILIDAD — EXPOSICION

RIESGOS DE LA “NUEVA” EXPOSICION DE LA INFORMACION GEOESPACIAL

e Abuso por parte de los propietarios de los datos geoespaciales.

e Desaprovechamiento de la oportunidad para cobrar relevancia mas alla de una via
de comunicacion. (Buzai, 2020).

e Sobrevaloracion de la geomatica como LA herramienta de combate al COVID-109.

e Problemas en la Calidad de los Datos.
e Problema de utilizacion de datos privados/personales (Betarte et al. 2020).
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PRIVACIDAD
MARCO INTERNACIONAL SOBRE DATOS PERSONALES Y SENSIBLES

» La proteccidon de datos personales ha sido objeto de regulacidon de varios
tratados internacionales (PRE fenomeno de “Internet”)

> No existe un organismo internacional que “gestione” la privacidad de datos
a escala global.

» A efectos de analizar el derecho internacional en materia de protecciéon de
datos personales debemos acudir al derecho comparado de escala regional
(ej. UE) y nacional (ej. Estados Unidos/ China)

3

ACADEMIC NETWORK

AAAAAAAAAA



PRIVACIDAD NORMATIVA INTERNACIONAL

v Unidn Europea: se posiciona en el derecho humano a la proteccion

de datos.carta de Derechos Fundamentales: que toda persona tiene derecho a la proteccion

de los datos de caracter personal que la concierne, el tratamiento leal, para fines concretos y sobre
la base del consentimiento de la persona afectada y consagra el derecho de toda persona a
acceder a los datos recogidos que la concierne y a su rectificacion.

v Estados Unidos: tiene una base sectorial al poner foco en la
proteccion de los consumidores.
v/ China: también es sectorial pero desde la regulacion de

Cibersegu ridad, gue tiene como objetivo la seguridad de la red y el fortalecimiento de la

proteccion de datos. Ley de Proteccién de Datos Personales (PIPL) de los usuarios digitales,
2021. (proteger y regular el ciberespacio junto con la Ley de Seguridad de los Datos (DSL))

“La privacidad de los datos esta en la agenda publica. No obstante varios paises a nivel nacional asi
como el mundo en su concepto global no disponen de normativa especifica que vele por todos los
aspectos de privacidad y seguridad de los datos en estos tiempos de pandemia.” (Cascén, 2020)



La propagacién de enfermedades infecciosas es inherentemente un_proceso espacial; por lo tanto, los datos
geoespaciales, las tecnologias y los métodos analiticos desempefian un papel fundamental en la
comprension y respuesta a la pandemia de la enfermedad por COVID-19.

Aspectos normativos

Dato de localizacion:

Categoria de datos personales, cuya
proteccion reviste el rango de derecho

humano fundamental

Localizacion de una persona portadora:

Categoria de dato personal especialmente protegido
conforme a la definicibn de la ley nacional de
proteccion de datos personales,

exigiéndose asi un doble requisito para su difusion:

el consentimiento sea expreso y escrito.

Por lo cual, Uruguay cuenta con normas nacionales que amparan y velan fuertemente por la_proteccioén
del dato individual y sanitario.
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ETICA DE LOS DATOS

'Una rama de la ética que evalla las practicas de datos con el potencial de
tener un impacto adverso en las personas y la sociedad, en la recopilacion,
el intercambio y el uso de datos'

https://theodi.org/article/the-data-ethics-canvas-2021/

What is data ethics?

The Open Data Institute defines data ethics as:

111
‘A branch of ethics that evaluates data practices with before. That’s potentially a very good thing, but for it to be good, we must do
iheipotental to-adversely.impact on peoplo and the hard work of deciding who we are in relation to our data.

society — in data collection, sharing and use
7 Michael Rozier, S.J., Ph.D.

Ethics is about how we ought to live together. The creation of and access to
[geographical data] means we live together differently today than we did

Data ethics relates to good practice around how data is collected, used and shared.
Itis especially relevant when data activities have the potential to impact people and
society, directly or indirectly.

A A o o SO 'Etica refiere a como debemos vivir juntos. La creaciony

someone is eligible for a mortgage, or what insurance they can be offered. And
decisions about what data to collect — and what to exclude — might affect groups in

b el acceso a los datos geogréficos significa que vivimos

mmmmuwaﬂw diferente a lo que viviamos antes. Potencialmente, esto
o —— es algo bueno pero para que lo sea debemos hacer el
LD duro trabajo de decidir quienes somos en relacion con
- nuestros datos.” : :
<‘7 Michael Rozier S.J., Ph.D.
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bencnmarkmtistive.com e

7~ BENCHMARK About Charter Events Blog Contact

Raising standards for
location integrity

Exploring the ethics behind the responsible use of
location data.

4 Read More

& geosticson

@ LOCUS
Vv CHARTER

La Carta Locus propone que una comprension
mas amplia y compartida de los riesgos y las
soluciones relacionadas con los usos de los

datos de ubicacion puede mejorar los

estandares de la practica y ayudar a proteger a

las personas y el interés publico.

La Iniciativa EthicalGeo

La iniciativa EthicalGEO de la American
Geographical Society, originalmente apoyada por
Omidyar Network, busca activar a pensadores,
innovadores, emprendedores, legisladores,
profesionales, estudiantes y ciudadanos comunes y
llevarlos a un didlogo global que arroje luz sobre sus
mejores ideas sobre los desafios éticos y las
oportunidades que plantean las numerosas
tecnologias geoespaciales y fuentes de datos que
estdn remodelando nuestra sociedad.

Ethics is about how
we ought to live
together. The creation
of and access to
[geographical data)
means we live
together differently
today than we did
before. That's

jpotentially a very
good thing, but for it

INTERNATIONAL
ASSOCIATION for

PROMOTING i
GEOETHICS ' i

inrelation to our data.

The Week inData | Membership | Jobs | Contactus | Yo

Search the DDI
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Actividades Tipo de Documento

Carta de Locus (Benchmark Initiative & Ethical GEO) Principios estratégicos globales

Lienzo de ética de datos de ODI Marcos / Mejores practicas
GEO - Mejores practicas de ética del grupo de

trabajo de datos Geonovum - Marco ético

OGC - GeoEthics adhoc

W3C SDWWG - Guia de uso responsable Guias / Directrices / Plantillas
Godan - Kit de herramientas del cédigo ético

SDSN TReNDS - Contratos para la colaboracion de

datos

Red Omidyar - Explorador de ética

DevGRG - Pautas éticas de investigacion para el

desarrollo

URISA / GISCI (EE. UU.) Caodigos de ética

SEIC (Australia y Nueva Zelanda)

RICS (Reino Unido) . .
ASPRS (EE. UU.) Denise McKenzie. 2021.



A GIS Code of Ethics

e cODIGO DE ETICA

This Cade of Ethcs s ntendec to provide quidelines for GIS (geographic informaion system) . . . .
professionals. It should help professionals make appropriate and ethical choices. It should htt //WWW / I t I d /d t /D t: / d fEth
e e o e s o e e B et o 15 S: .urisa.org/clientuploads/directory/Documents/Codeo ICS.
professionals will help 1o preserve and enhance public trust in the discipline.

“This code is based on the ethical principl of ahways reating athers with respect snd niver
hirely a5 means ta sn end: L&, deoatology. It equites us 1o cansider the impact af out actions
on ather parsans and ta modify Gur actions ta reflect the respect and concerm we have for

them. It emphasizes our abligations to ether persens, te our colleagues and the profession, to
our employers, and o society a5 a whole. Thase abligations provide the organizing structure
for these guidslines.

¢ i) e vane e 2 community of other professionals.
Together, we support each other and add to the stature of the field. Therefore, the GIS

The toxt

many codf
fessi rofessional will:
::f;:\fn: = View persons who exemplify morality as your own guide (Virtue Ethics) P .
indings = Attempt to maximize the happiness of everyone affected (Utilitarianism) 1. Respect the Work of Others.
retention

te display| s Only follow maxims of conduct that everyone else could adopt (Kantianism) red to deliver needed products and

database merely as means (Deontology) + Cite the work of others whenever possible and appropriate.

professio services. The employer (or funder) expects quality work and professional conduct. Therefore
A positive| the GIS professional will:
o ethical
acts 10 be| - 7 1. Deliver Quality Work = Honor the intellectual property rights of others. This includes their rights in
there is i The GIS professional recognizes the impact of his or her work on society as a whole, on software and data.
::::'::: subgroups of society including geographic or demographic minarities, on future generat = Accept and provide fair critical comments on professional work.
This code and inclusive of social, economic, environmental, or technical fields of endeavor. Obliga + Be qualified for the tasks accepted « Recognize the limitations of one's own knowledge and skills and recognize and
perscndl ) society shall be paramount when there is conflict with other obligations. Therefore, the = Keep current in the field through readings and professional development use the skills of other professionals as needed. This includes both those in other
aspect of professional will: = Identify risks and the potential means to reduce them. disciplines and GIS professionals with deeper skills in critical sub-areas of the
such as ¢ «  Define alternative strategies to reach employer/funder goals, if passible, and the
siuasions] 1. Do the Best Work Possible i e
implications of each. . . erlndi
ethical paf «  Work respectfully and capably with others in GIS and other disciplines.
» Document work so that others can use it. This includes metadata and program h . N

«  Be objective, use due care, and make full use of education and skills documentation. = Respect existing working relationships between others, including

» Practice integrity and not be unduly swayed by the demands of others. employer/employee and contractor/client relationships.

*  Provide full, clear, and accurate information. 2. Have a Professional Relationship « Deal honestly and fairly with prospective employees, contractors, and vendors.

* Be aware of consequences, good and bad.
« Strive to do what is right, not just what is legal.

Hold information confidential unless authorized to release it. 2. Contribute to the Discipline to the Extent Possible
Avoid all conflicts of interest with clients and emplovyers if possible, but when

they are unavoidable, disclose that conflict.
Avoid soliciting, accepting, or offering any gratuity or inappropriate benefit

2. Contribute to the Community to the Extent Possible, Feasible, and Advisable

connected to a potential or existing business or working relationship. * Vol
= Make data and findings widely available. = Accept work reviews as a means to improve performance. nati
= Strive for broad cmrzen involvement in problem definition, data identificat| . :nnnrc:mrans znfd ass\lqr\ed res:n:s\hllmesi X oo e = Sup professional recognizes the Impact of hIs or her work on Individual peaple and will
analysis, and decision-making. ccept decisions of employers and clients, unless they are illegal or unethical. attey strive to avoid harm to them. Therefore, the GIS professional will:
+ Donate services to the community. «  Help develop security, backup, retention, recovery, and disposal rules. bacl
«  Acknowledge and accept rules about the personal use of employer resources. 1. Respect Privacy
This includes computers, data, telecommunication equipment, and other
3. Speak Out About Issues puters, data, auipment,
resources. « Protect individual privacy, especially about sensitive information.
«  Strive to resolve differences «  Be especially careful with new information discovered about an individual

» Call attention to emerging public issues and identify appropriate respons:
based on personal expertise. 3. Be Honest in Representations

« Call attention to the unprofessional work of others. First take concerns to|
persons; if satisfaction is not gained and the problems warrant, then addi|
people and organizations should be notified.

«  Admit when a mistake has been made and make corrections where possil| requested. .
Deliver an hour's work for an hour's pay.

through GIS-based manipulations (such as geocoding) or the combination of two
or more databases.

State professional qualifications truthfully.
Make honest proposals that allow the work to be completed for the resources

2. Respect Individuals

Encourage individual autonomy. For example, allow individuals to withhold
Describe products and services fully. cansent from being added to a database, correct information about themselves

Be forthcoming about any limitations of data, software, assumptions, models, in a database, and remove themselves from a database.
methods, and analysis *  Avoid undue intrusions into the lives of individuals.

x « . 3 : “ . « Be truthful when disclosing information about an individual,
Elaborado por Will Craig, de la Universidad de Minnesota % 7 " e i e i e
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DESDE LA RED ACADEMICA DE UN-GGIM:AMERICAS

& unggim-ana.org

& UN-GGIM WhoWe Are  Current Events  Past Acthites
<‘_ ACADENIC NETWORK
AMERICAS

STRENGTHENING SPATIAL
DATA INFRASTRUCTURES

UN-GGIM Academic
Grouns Network Americas

Working

The Academic Network Americas (ANA) is a formal body constituted
as part of the United Nations Global Geospatial Information
Management: Americas which serves as its strategic knowledge,

research and training arm

Committees

https://www.unggim-ana.org/
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Encuestas sobre ética

EXISTENCIA DE EXISTENCIA DE

NORMAS A NIVEL
NACIONAL

ENSENANZA
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Sobre |la existencia de normas

e 69 % de los paises gque respondieron afirman que no existen
normas de regulacion del uso ético de los datos, si bien
pueden disponer de algun tipo de guia.

e 54 % no existen normas federales ni estatales que penalicen
el uso inadecuado de los datos de localizacion.

e 77 % las instituciones gubernamentales no tienen
estandares sobre el uso ético de los datos geograficos.
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Sobre la existencia de formacion en ética de IG

Have a education/ training course of the ethical use of
geographic information? - English survey

74%

America

27%

¢Brinda algun curso de entrenamiento/capacitacion
sobre el uso ético de los datos geogréficos? - Encuesta en
espafiol

44%

56%

mNo m§j
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Have a education/ training course of the ethical use of
geographic information? - Europe

22%

N

78%

= No

u Yes

Europe



ALGUNAS PRACTICAS INTERESANTES
Casos de estudio para reflexionar

& ion. psu.

Home _ News _ About _ OurCommunity _Learning Design Services _Programs and Courses _Resources

& 0o« O

- ar
Support Our Work __Contact Us

GlISEthics.org | Case Studies

Students develop ethical and moral skills through methodical analysis and di: ion of
case studies. The main contribution of the GIS Professional Ethics Project is the following collection of case
studies that pose a range of ethical faced by i i Related educator resources

are available on request for most cases.

To learn more about the case method, including a "Seven Step Guide for Ethical Decision Making," see Davis,
Michael (1999) The Case Method. Ethics and the University. New York: Routledge. For an example of ethical
decision making using the "Mapping Muslim Neighbors" case, see DiBiase, David, Chris Goranson, Francis
Harvey and Dawn Wright (2009). The GIS Pt Ethics Project: Practical Ethics Education for GIS
Pros. Proceedings of the 24th International Cartography Conference. Santiago, Chile, 15-21 November. Also
in Unwin, D., K. Foote, N. Tate and D. DiBiase, Eds. (2011). Teaching Geographic Information Science and
Technology in Higher Education. London: Wiley and Sons.

For more information about GIS ethics, see DiBiase, D. (2017). Professional and Practical Ethics of
GISKT. The Geographic Information Science & Technology Body of Knowledge (2nd Quarter 2017 Edition),
John P. Wilson (ed.). doi: 10, 2.2

sthy

“This material i hased nnan wark snnnarted hv the Natianal Seience Fanndation nnder Grant Nos. 0724888

Search

Search

News
Journalist furthers career through World
Campus weather program

First student graduates from spatial data
science master’s program

Online mas!
sustainabilit

’s program meets need for
n professional spaces

Online geospatial education faculty member
receives mentoring award

Penn State’s renewable energy, sustainability
Retired Army veteran's World Campus
degree leads to career with LinkedIn
Bacastow appointed to US Geospatial
Intelligence Foundation board of directors
Inaugural ‘Speed Dating with Learning

Tochnaloeies' a success

The Pennsylvania State University.

Step 1. State problem. For example, “there's something about this decision that makes me uncomfortable”
or “do I have a conflict of interest?”

Step 2. Check facts. Many problems disappear upon closer examination of situation, while others change
radically.

Step 3: Identify relevant factors. For example, persons involved, laws, professional code, other practical
constraints.

Step 4: Develop list of options. Be imaginative, try to avoid “dilemma”; not “yes” or “no” but whom to go
to, what to say.

Step 5: Test options. Use such tests as the following: Harm test: does this option do less harm than
alternatives? Publicity test: would I want my choice of this option published in the newspaper?
Defensibility test: could 1 defend choice of option before Congressional committee or committee of peers?
Reversibility test: would I still think choice of this option good if I were adversely affected by it?
Colleague test: what do my colleagues say when I describe my problem and suggest this option as my
solution? Professional test: what might my profession's governing body or ethics committee say about this
option? Organization test: what does the company's ethics officer or legal counsel say about this?

Step 6: Make a choice based on steps 1-5.

Step 7: Review steps 1-6. What could you do to make it less likely that you would have to make such a
decision again? Are there any precautions can you take as individual (announce your policy on question,
change job, etc.)? Is there any way to have more support next time? Is there any way to change the
organization (for example, suggest policy change at next departmental meeting)?
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mapping_muslim neighbors case.pdf | A police department's plan to map potential terrorist enclaves brings charges of racial profiling.

caribou_routes case.pdf

mobile phone tracking_case.pdf

software emergency,_case.pdf

eg11_conflict case.pdf

collateral damage case.pdf

satellite _contract case.pdf

fire_mapping_case.pdf

llrw_siting_map case.pdf

submarine crash case.pdf

data access case.pdf
alpha_software case.pdf

bear baiting_case.pdf
environmental justice case.pdf

tidal wetland mapping_case.pdf

privacy and planning_case.pdf

ethical minefield case.pdf

A GIS analyst is asked to exclude pertinent data from maps prepared for a public hearing.

Researchers track mobile phone users' movements to derive predictive models of human
mobility. Updated 4 December 2019

Too few software licenses are available in the aftermath of a tsunami.

A municipal GIS manager troubled by what appears to be a conflict of interest considers filing a
formal ethics complaint.

A geospatial intelligence analyst predicts the civilian casualties in likely to be caused by a pre-
emptive missile attack.

A sales representative is expected to withhold information that could affect availability of a
data product.

A member of the press asks a government employee to leak the results of a GIS analysis about a
controversial wild land fire.

Map masks potentially suitable sites for low-level radioactive waste storage facility.

A nuclear submarine's crash into an uncharted seamount raises ethical issues for Navy training
personnel.

A governmental agency's need to recoup user fees conflicts with a public records law.
Entrepreneurial GIS programmer is tempted to use a friend's code to win a lucrative contract.
Should locations of controversial hunting stations be mapped?

GIS programmer ponders a contract for a web map overlays toxic industrial sites and at-risk

communities.

A scope of work statement and established mapping procedures prevent a GIS analyst from
adding wetlands to a conservation database.

A GIS professional considers filing an ethics complaint about lax protection of the
confidentiality of a sensitive database.

Should a surveying and mapping crew chief pay a bribe to acquire data needed to conduct field

reconnaissannce safely?
£ ;s_!,\
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gisprofessionalethics.org

% GISProfessional Ethics Project

Case study: Environmental Justice Web Map

Jackson owns and operates a small softy firm that speciali; in web

He is a certified GIS Professional. A non-profit or ion called “envir jusitce.org” has
approached Jackson's firm with a request for bid for a custom web mapping application to be
hosted at its web site. The web map is to show the spatial association of (a) industrial sites known
to have discharged of toxic substances into the environment with (b) the locations of what the
organization calls “c at risk.” Environm ice.org defines the latter as areas
characterized by high rates of families below poverty, low-income families, non-high school
graduates, people of color, working class people, renters, and children in poverty.

The web map will be freely available to anyone who has access to the Internet through a properly
configured web browser. All of the data layers the map will combine are public records that have
not been combined before at a national scale and in such an interactive format. For example,
data compiled by the Environmental Protection Agency pinpoint Superfund sites and other
industrial sites known to have discharged toxic substances. Population data needed to delineate
communities at risk are available from the U.S. Census Bureau. The organization's goal is to
promote public awareness and concern about what it considers to be the unjust exposure of
underprivileged people to the risks associated with industrial pollution. Because of a benefactor's
very large donation, the oraanization is able to offer Jackson a verv lucrative contract.

% GISProfessional Ethics Project

Case study: E-911 Contract Conflict of Interest

A state agency has announced a new project that will provide funds to extend E-911 services to
rural counties throughout your state. One goal of the project is to improve accuracy and
completeness of street centerline and emergency service zone data maintained by rural counties
for use in dispatching emergency services.

Meanwhile, a large fi
project, and is alreac
is likely to be misinte
exploiting communiti
reveal spatial relatior
feel that it is libelous
have the least politic
completeness of the

gisprofessionalethics.org

You are the GIS Manager for the ufilities division of a small municipality within one of the rural
counties included in the project. Your municipality is both the county seat and its largest city.
Moreover, you are the only certified GIS Professional (GISP) employed by the city or county.
Recognizing your expertise, the state E-911 Coordinator invites you fo help evaluate the
proposals of contractors who bid on the part of the project that will take place in your county. The
E-911 Coordinator is also a GISP.

Some weeks after submitting your evaluations you're surprised to learn that the contractor
selected for the project is one that neither submitted the lowest bid nor eamned the highest
average evaluation. Puzzled, you ask around and find out that the state E-911 Coordinator who
had final say in the selection process is a former employee of the winning bidder.

Soon thereafter you host a project kick-off meeting attended by the E-911 Coordinator, a
representative of the selected contractor, and other local officials including the County Engineer,
IT Director, and Sheriffs E-911 dispatcher. Following discussion about a process for assessing
the fitness for us of existing GIS datasets, you provide copies of the municipal data you oversee,
including street centerlines acquired with survey-grade GPS receivers, address point data, and
one-meter orthorectified aerial imagery that had been acquired nine years earlier. You also
provide contacts for employees of neighboring municipalities who can provide similar local data.

Two months later you are again surprised to find that the contractor's project requirements
analysis states that no suitable data exists, and that street centerline and related address data




REFLEXIONES

e Poca conciencia de la relevancia del uso de informacion geografica como
apoyo a los tomadores de decisiones.

e Deébil inclusion de consideraciones eticas al recolectar, usar y visibilizar
datos geograficos.

e No hay suficiente conciencia sobre su importancia ni sobre las
consecuencias del uso no ético

e Imperiosa necesidad de incluir estos temas en la agenda politica y

académica
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